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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 9/1 1/2006 has been entered. 

Response to Arguments 

2. In response to communications filed on 9/1 1/2006, applicant amends claims 1 1 and 53 
and adds claims 54-57. The following claims 4-6, 8, 10, 11, 14-16, 18, 20, and 53-57 are 
presented for examination. 

2. 1 Applicant's remarks, pages 8-9, filed on 9/1 1/2006, with respect to the rejection of claims 
1 1 and 53 have been fully considered, but they are not persuasive. Applicant argues that the 
cited passages of Levy and Stefik by the Examiner fail to teach that authentication information is 
attached to a piece of content when the content is distributed. Examiner respectfully disagrees. 
Levy discloses authentication information (identifier as (distributor ID) and context information 
as (time of play, time of distribution, or timestamp) are embedded with the media object 
(content) (see column 3, lines 24-40 and column 10, lines 50-55) as part of a linking process; 
column 4, lines 20-25, states "the identifier remains with the object throughout the distribution". 
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Levy even discloses digital watermarking as protection as shown in the rejection of claims 5 and 
15. In response to Applicant's remarks about Stefik not disclosing that authentication 
information is enclosed with the content. Stefik is only used to support the validation process of 
comparing decrypted authentication information with encrypted authentication information, 
which is well known in the art of cryptography as mentioned in the last Office action. In 
addition, the registration transaction disclosed in col. 28, lines 34-65 may include content 
because the transaction can contain the digital work (content) (see column 30, lines 57-63). 
Regarding the new claims 54-57, applicant argues that Stefik does not disclose a broadcast time 
at which one or more pieces of content is distributed. Examiner asserts that Levy recites "the 
timestamp is used to lookup an audio signal broadcast at the time indicated by the timestamp" 
(see column 17, lines 4-8). In response to applicant's arguments against the references 
individually, one cannot show nonobviousness by attacking references individually where the 
rejections are based on combinations of references. See In re Keller, 642 F.2d 413, 208 
USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 1986). 
Upon further consideration, the independent claims disclose the monitoring step which merely 
recites "determining whether the one or more pieces of content distributed by the content 
distribution operation have been distributed with authorization of the owner of the one or more 
pieces of content based on the time identification information attached to" Applicant's 
specification states, 

[0087] "It is possible for the management server 11 to confirm that the 
'broadcasting station 10 is using the authored material, that is, a content, 
with authorization based on the fact that the authentication information is 
contained in the broadcast wave. When the authentication information is not 
contained in the content, since this means that the broadcasting station 10 
is using the authored material without authorization, a penalty may be 
imposed on the broadcasting station 10." 
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Levy discloses as shown above authentication information embedded with the one or more 
pieces of content, and further discloses the server using the authentication information to map 
with the record in the database (see column 10, lines 50-67). Therefore, per Examiner's 
interpretation this passage of Levy discloses "determining whether the one or more pieces of 
content distributed by the content distribution operation have been distributed with authorization 
of the owner of the one or more pieces of content based on the time identification information 
attached". Levy discloses the claimed invention either alone or in combination with Stefik. As 
shown above, Applicant has not overcome the rejection in view of the prior art. The rejection of 
claims 4-6, 8, 10, 1 1, 14-16, 18, 20, and 53-57 is set forth below. 

Claim Objections 

3. Claims 4, 5, 6, 8, and 10 are objected to under 37 CFR 1.75(c), as being of improper 
dependent form for failing to further limit the subject matter of a previous claim. Applicant is 
required to cancel the claim(s), or amend the claim(s) to place the claim(s) in proper dependent 
form, or rewrite the claim(s) in independent form. Claims 4-6, 8, and 10 depend on claim 53, 
which is not a previous claim. See MPEP § 608.01(n). 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 
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(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for 
patent or (2) a patent granted on an application for patent by another filed in the United 
States before the invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 351(a) shall have the effects for 
purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 
21(2) of such treaty in the English language. 

Claims 5-6, 8, 10, 11, 15-16, 18, 20, and 53-57 are rejected under 35 U.S.C. 102(e) as 
being anticipated by US Patent 6,505,160 to Levy et aL 

As per claim 11, Levy et al. discloses a distribution method for distributing one or more 
pieces of content owned by one or more owners from a distributor to one or more receivers and 
for determining whether the one or more pieces of content have been distributed with 
authorization of the one or more owners, comprising: Levy et al. discloses serverl issuing 
authentication information (identifier and context information) to servers maintained by the 
distributors for providing data to the consumer, the servers maintained by the distributors as well 
as the distributors themselves are interpreted by the Examiner as "distributor" (see column 5, 
lines 41-50) that meets the recitation of issuing to the distributor (server) authentication 
information (identifier, context information and/or metadata) including time identification 
information indicating time of issuance. The identifier of Levy et al meets the recitation of 
distributor identification assigned to the distributor (see column 8, lines 60-67 and column 3, 
lines 28-33; and col. 3, line 65- col 4, line 10); the context information and /or metadata of Levy 
et al meets the recitation of (time identification information indicating a time of issuance) (see 
column 3, lines 37-45 and column 13, line 15-22). 
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Levy et al discloses identifier as well as context information (authentication information) 
which are embedded with the object forming a linked object during the distribution of one or 
more pieces of content via a predetermined path to the user's player, tuner, or capture device (see 
column 4, lines 14-33 and column 10, lines 50-67), that meets the recitation of distributing one 
or more pieces of content via a predetermined distribution path with the authentication 
information attached thereto', Levy et al further discloses storing a database record of the 
association between the identifier and the object and any other information used in decoding the 
object such as its distributor or broadcaster (see column 4, lines 1-8) that meets the recitation of 
storing a distribution history for each of the one or more pieces of the content distributed via the 
predetermined distribution path in association with specific content identification information 
(see also column 5, lines 23-36 and column 6, lines 2-28); and 

Levy et al discloses in one embodiment, a server (monitoring apparatus) monitoring the 
distribution of one or more pieces of the content in the predetermined distribution path to 
determine whether the one or more pieces of content distributed by the content distribution 
operation have been distributed with authorization of the owner of the one or more pieces of 
content based on the fact that time identification information (such as play time captured) and 
broadcaster ID are attached to and distributed with the one or more pieces of content and used 
by the server to map with the identifier in the database associated with (see column 10, lines 50- 
67). As interpreted by the Examiner, the identification information embedded in the content 
such as play time captured (time identification information) and broadcaster ID attached to and 
distributed with the one or more pieces of content allow the server to determine that the object 
(content) has been distributed with authorization because the server can query the database based 
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on the identification information and return the appropriate action or metadata as disclosed in 
column 10, lines 50-67. Levy et al further discloses the server may determine a distribution 
status of the distributed one or more pieces of content based on the distribution history stored in 
the database (see column 4, lines 54-61 and column 5, lines 13-16) or (column 4, lines 40 
through column 5, line 16 for a better understanding). 

As per claim 15, Levy et al discloses the limitation of wherein said distribution step 
embeds the authentication information into one or more pieces of the content using a digital 
watermarking technique, (see column 8, lines 65-67). (For details see column 8, lines 20-30 and 
column 8 line 46-col. 9, line 11). 

As per claim 16, Levy et al discloses the limitation of wherein said distribution step 
embeds the authentication information into a distribution signal of one or more pieces of the 
content using a digital watermarking technique, (see column 8, lines 65-67). (For details see 
column 8, lines 20-30 and column 8 line 46-col. 9, line 1 1). 

As per claim 18, Levy et al. discloses the limitation of extracting only (he distribution 
history associated with specific content by masking the distribution history with a predetermined 
filter, for example (see column 13, lines 15-22 and column 10, lines 24-67). Levy et al also 
discloses ISRC, which implicitly or inherently contains predetermined filter and unique identifier 
(col. 3, lines 24-28). 
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As per claim 20, Levy et al. discloses the limitation of wherein authentication 
information includes identification information by which said distribution history can be 
addressed for example (see column 2, line 61 through col. 3, line 23). 

As per claim 56, Levy et al. discloses the limitation of wherein the time identification 
information indicates a broadcast time and the one or more pieces of content is distributed in a 
program (audio or media object, col. 2, lines 7-21) at the broadcast time (see column 17, lines 4- 
8). 

As per claim 57, Levy et al discloses the limitation of wherein the time identification 
information indicates a broadcast time and the one or more pieces of content is distributed at the 
broadcast time (see column 17, lines 4-8). 

As per claim 53, Levy et al. substantially discloses a content distribution system for 
distributing one or more pieces of content owned by one or more owners to one or more 
receivers and for determining whether the one or more pieces of content have been distributed 
with authorization of the one or more owners, comprising: server 1 or server 2 (see fig. 1) 
(distribution apparatus) operable to distribute the one or more pieces of content to the one or 
more receivers (see column 4, lines 26-32), in other embodiment a distributor, broadcaster, or 
radio station meets the recitation of distribution apparatus (see col. 10, lines 50-56); Levy et al 
discloses either one of the servers may issue identifier and context information to the other server 
and either one may return data or programs to the other server or to the communication 
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application (receiver) (see column 5 5 lines 22-28 and lines 41-50), therefore, server 1 and server 
2 meet the recitation of distribution and/or monitoring apparatus; Note that Levy et al also 
discloses different scenarios and embodiments such as transferring streaming or broadcasting 
one or more pieces of content using various parties such as license server, distributor, 
broadcasting station and other linking servers in which these parties meet the recitation of 
distributing and/or monitoring apparatus (see column 4, lines 26-32). Levy et al discloses a 
monitoring apparatus (such as server) operable to issue as authentication information of the 
content (identifier, context information and/or metadata) (col 5, lines 26-32) a set of (a) time 
identification indicating a time of issuing the authentication information (see column 3, lines 37- 
45 and column 13, line 15-22), and (b) distributor identification information assigned to said 
distribution apparatus (distributor or broadcaster ID) (see column 8, lines 60-67 and column 3, 
lines 30-33). As interpreted by the Examiner, the identifier of Levy et al meets the recitation of 
distributor identification assigned to the distributor (see column 8, lines 60-67 and column 3, 
lines 28-33; and col. 3, line 65- col 4, line 10); the context information indicating time of 
distribution or time of capture and /or metadata (timestamp) of Levy et al meets the recitation of 
(time identification indicating a time of issuing the authentication information) (see column 3, 
lines 37-45 and column 13, line 15-22). Levy et al further discloses the servers are operable to 
link identifiers to actions, the linking process is a way to monitor playing and distribution of 
copies of music (see column 13, lines 50-67 and column 3, lines 8-10) that meets the recitation 
of a monitoring apparatus operable to monitor a content distribution operation carried out by 
said distribution apparatus, 
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Levy et al discloses identifier as well as context information (authentication information) 
are embedded with the object forming a linked object during the distribution of one or more 
pieces of content via a predetermined path to the user's player, tuner, or capture device (see 
column 4, lines 14-33 and column 10, lines 50-67), that meets the recitation of said distribution 
apparatus being operable to conduct the content distribution operation to distribute the of one or 
more pieces of content via a predetermined distribution path to the one or more receivers, 
together with the authentication information attached to the one or more pieces of content, and 
further discloses the server stores a database record of the association between the identifier and 
the object and any other information used in decoding the object such as its distributor or 
broadcaster (see column 4, lines 1-8) that meets the recitation of said distribution apparatus 
being operable to store a distribution history including the authentication information 
corresponding to the one or more pieces of content distributed via the predetermined 
distribution path (see also column 5, lines 23-36 and column 6, lines 2-28); 

Levy et al discloses in one embodiment that a server (monitoring apparatus) can 
determine whether the one or more pieces of content distributed by the content distribution 
operation have been distributed with authorization of the owner of the one or more pieces of 
content based on the fact that time identification information (such as play time captured) and 
broadcaster ID are attached to and distributed with the one or more pieces of content and used 
by the server to map with the identifier in the database associated with (see column 10, lines 50- 
67). Levy et al further discloses the server may determine a distribution status of the distributed 
one or more pieces of content based on the distribution history stored in the database (see 
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column 4, lines 54-61 and column 5, lines 13-16) or (column 4, lines 40 through column 5, line 
16 for a better understanding). 

As per claim 5, Levy et al discloses the limitation of wherein said distribution apparatus 
is operable to embed the authentication information into one or more pieces of the content using 
a digital watermarking technique, (see column 8, lines 65-67). (For details see column 8, lines 
20-30 and column 8 line 46-col. 9, line 1 1). 

As per claim 6, Levy et al discloses the limitation of wherein said distribution apparatus 
is operable to embed the authentication information into a distribution signal of one or more 
pieces of the content using a digital watermarking technique, (see column 8, lines 65-67). (For 
details see column 8, lines 20-30 and column 8 line 46-col. 9, line 1 1). 

As per claim 8, Levy et al. discloses the limitation of wherein each content has specific 
content identification information, said distribution apparatus being operable to store a 
distribution history for each piece of one or more pieces of content distributed via the 
predetermined distribution path in association with its specific content identification 
information, for example (see column 10, lines 19-49); and to transfer only the distribution 
history associated with specific content identification information by masking the distribution 
history for each piece of one or more pieces of content with a predetermined filter, for example 
(see column 13, lines 15-22 and column'lO, lines 24-67). Levy et al also discloses ISRC, which 
implicitly or inherently contains predetermined filter and unique identifier (col. 3, lines 24-28). 
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As per claim 10 5 Levy et al. discloses the limitation of wherein each content has specific 
content identification information, said distribution apparatus being operable to store a 
distribution history for each content distributed via said predetermined distribution path 
association with its specific content identification information (see column 10, lines 19-671 and 
said monitoring apparatus being operable to cause content identification information by which 
said distribution history can be addressed to be contained in said authentication information, for 
example (see column 2, line 61 through col. 3, line 23). 

As per claim 54, Levy et al. discloses the limitation of wherein the time identification 
information specifies a broadcast time at which a program (audio or media object, col. 2, lines 
7-21) including the one or more pieces of content is distributed via broadcast (see column 17, 
lines 4-8). 

As per claim 55, Levy et al. discloses the limitation of wherein the time identification 
information specifies a broadcast time at which the one or more pieces of content are distributed 
via broadcast (see column 17, lines 4-8). 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
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sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 

Claims 4 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable over US 
Patent 6,505,160 to Levy et al in view of US Patent 5,715,403 to Stefik (Applicant's 
Disclosure). 

As per claim 14, Levy et al substantially discloses distribution of one or more pieces of 
the content embedded with play time captured (time identification information) (see column 10, 
lines 50-67) that meets the recitation of distributing the one or more pieces of content together 
with attached time identification information in an unencrypted form and further discloses that 
some identifier can be encoded and others not encoded in the content to be distributed including 
timestamp or time of playback (see column 3, lines 24-63 and column 13, lines 15-22). Levy et 
al discloses one or more pieces of content may be distributed with the usage rules 
(authentication information) packaged with the electronic content encrypted, and the license 
server may provide software (key) for decrypting the distributed one or more pieces of content 
(see column 6, lines 49-60) that meets the recitation of distributing the attached authentication 
information in an encrypted form encrypted using an encryption key as interpreted by the 
Examiner. Levy et al as shown herein suggests implementing the invention using 
encryption/decryption by distributing one or more pieces of content with the attached 
authentication information in an encrypted form encrypted using a key, and discloses comparing 
an identifier encrypted using cryptographic algorithm to a watermarked object unencrypted form 
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(see column 9, lines 40-67), but is silent about issuing a key and comparing the decrypted 
authentication information with the unencrypted authentication information. Examiner takes 
official notice that the authentication protocol of transmitting authentication information in an 
unencrypted form and the attached authentication information in an encrypted form and 
comparing the decrypted information in the encrypted form with the authentication information 
in the unencrypted form to detect the owner of the message is very well known in the art of 
cryptography. Therefore, it would have been obvious to one of ordinary skill in the art to modify 
Levy to implement this authentication protocol as mentioned above. One of ordinary skill in the 
art would have been motivated to do so because it would allow any device to perform 
authentication using only the authentication information itself that is transmitted obviating the 
need to compare with information from a database, thereby using fewer resources. 

Stefik in an analogous art teaches a system for controlling use and distribution of digital 
work (content) containing usage right (authentication information) embodied in the digital work 
(see column 4, lines 35-36), the usage right includes time specification or time stamp (see 
column 4, lines 25-36 and column 14, lines 49-53). Transactions occurred between repositories 
(monitors and distributors) (see column 26, lines 48-53) and the transactions refer to part or 
complete digital work (content) or digital work containing other digital works (see column 30, 
lines 57-62) to determine if the usage rights (authentication information) are satisfied. Stefik 
discloses one example of an authentication validation between two repositories (servers) 
regarding registration transaction in which encryption keys are issued (see column 27, lines 29- 
31), wherein the monitoring step includes repository- 1 decrypting the authentication information 
(performance message) in the encrypted form using the encryption key and comparing the 
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decrypted authentication information (name of the repository and time) with the authentication 
information in the unencrypted form to determine whether the one or more pieces of content 
have been distributed with authorization of the one or more owners information (see column 28, 
lines 43-59). Although Stefik uses public/private for additional security, a shared key could 
have been used as known in the art (see column 27, lines 1-10). Therefore, it would have been 
obvious to one of ordinary skill in the art at the time the invention was made to modify the 
distribution system of Levy et al to include said monitoring step further includes decrypting the 
authentication information in the encrypted form using the encryption key and comparing the 
decrypted authentication information with the authentication information in the unencrypted 
form to determine whether the one or more pieces of content have been distributed with 
authorization of the one or more owners. One skilled in the art would have been lead to make 
such a modification to prevent replay attack and ensure that someone is not interfering with the 
communication and the transaction as suggested by Stefik (see column 28, lines 37-41 and 
column 27, lines 15-32). 

As per claim 4, Levy et al discloses a server (monitoring apparatus) operable to 
distribute of one or more pieces of the content embedded with play time captured {time 
identification information) (see column 10, lines 50-67) that meets the recitation of distributing 
the one or more pieces of content together with attached time identification information in an 
unencrypted form and further discloses that some identifier can be encoded and others not 
encoded in the content to be distributed including timestamp or time of playback (see column 3, 
lines 24-63 and column 13, lines 15-22). Levy et al discloses one or more pieces of content may 
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be distributed with the usage rules (authentication information) packaged with the electronic 
content encrypted, and the license server may provide software (key) for decrypting the 
distributed one or more pieces of content (see column 6, lines 49-60) that meets the recitation of 
distributing the attached authentication information in an encrypted form encrypted using an 
encryption key. Levy et al as shown herein suggests implementing the invention using 
encryption/decryption by distributing one or more pieces of content with the attached 
authentication information in an encrypted form encrypted using a key, and discloses comparing 
an identifier encrypted using cryptographic algorithm to a watermarked object unencrypted form 
(see column 9, lines 40-67), but is silent about the monitoring apparatus issuing a key and 
comparing the decrypted authentication information with the unencrypted authentication 
information. Examiner takes official notice that the authentication protocol of transmitting 
authentication information in an unencrypted form and the attached authentication information in 
an encrypted form and comparing the decrypted information in the encrypted form with the 
authentication information in the unencrypted form to detect the owner of the message is very 
well known. Therefore, it would have been obvious to one of ordinary skill in the art to modify 
Levy to implement this authentication protocol as mentioned above. One of ordinary skill in the 
art would have been motivated to do so because it would allow any device to perform 
authentication using only the authentication information itself that is transmitted obviating the 
need to compare with information from a database, thereby using fewer resources. 

Stefik in an analogous art teaches a system for controlling use and distribution of digital 
work (content) containing usage right (authentication information) embodied in the digital work 
(see column 4, lines 35-36), the usage right includes time specification or time stamp (see 
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column 4, lines 25-36 and column 14, lines 49-53). Transactions occurred between repositories 
(monitors and distributors) (see column 26, lines 48-53) and the transactions refer to part or 
complete digital work (content) or digital work containing other digital works (see column 30, 
lines 57-62) to determine if the usage rights (authentication information) are satisfied. Stefik 
discloses one example of an authentication validation between two repositories (servers) 
regarding registration transaction in which encryption keys are issued (see column 27, lines 29- 
31), wherein the monitoring step includes repository- 1 decrypting the authentication information 
(performance message) in the encrypted form using the encryption key and comparing the 
decrypted authentication information (name of the repository and time) with the authentication 
information in the unencrypted form to determine whether the one or more pieces of content 
have been distributed with authorization of the one or more owners information (see column 28, 
lines 43-59), Although Stefik uses public/private for additional security, a shared key could 
have been used as known in the art (see column 27, lines 1-10). Therefore, it would have been 
obvious to one of ordinary skill in the art at the time the invention was made to modify the 
distribution system of Levy et al to include said monitoring step further includes decrypting the 
authentication information in the encrypted form using the encryption key and comparing the 
decrypted authentication information with the authentication information in the unencrypted 
form to determine whether the one or more pieces of content have been distributed with 
authorization of the one or more owners. One skilled in the art would have been lead to make 
such a modification to prevent replay attack and ensure that someone is not interfering with the 
communication and the transaction as suggested by Stefik (see column 28, lines 37-41 and 
column 27, lines 15-32). 
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Conclusion 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Carl Colin whose telephone number is 571-272-3862. The 
examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Carl Colin 
Patent Examiner 
December 16, 2006 



